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Agenda
• TA100 Introduction 10:00~11:00

• Lab1 – Create TA100 project on dsPIC33CH
• Lab2 – Installing Trust Anchor MCC SW Module
• Lab3 – Generate dsPIC33 code base using MCC Melody
• Lab4 – Try running TA100
• Lab5 – Try your 1st TA100 function 

• TA100 Handles introduction 11:00~11:30
• Lab6 – Provision TA100

• Asymmetric Authentication 1:30~2:30
• Lab7 – ECDSA Sign & Verify using TA100 (extra Practice)
• Lab8 – Read out Device Certificate (extra Practice)

• Hash Function 2:30~4:00
• Lab9-1 – Calculate digest using Online SHA384
• Lab9-2 – Calculate Device Certificate TBS digest (extra Practice) 
• Lab9-3 – Calculate SHA384 using dsPIC33CK
• Lab10 – Verify Device Certificate (extra Practice)

Make sure HW/SW are all good
Everyone should get different result per TA100

Provision could only be processed 1 time 



Hands-on materials preparation
Pre-Work

Microchip Proprietary and STRICTLY Confidential



12 March 2024 Microchip Technology Inc. and its subsidiaries©

TA100 Hands-on Lab
Documentation

• Documents and tools are available ONLY UNDER NDA
• Under MyMicrochip for MCHP and for Customers

• TA100 Datasheet

• TA100 Programming Specification

Microchip Proprietary and STRICTLY Confidential
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Download Documents from MyMicrochip SDE

5 Microchip Proprietary and Confidential

NDA required
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TA100 Hands-on Lab
HW Tools  (RTC provides)

• TA100 – TA100T-Y240C2X01-00B-VAO
• I2C communication

• Socket Board - AC164167
• TA100 8-PIN SOIC CRYPTOAUTOMOTIVE(TM) SOCKET BOARD

• Host MCU board – APP ALL MCU board
https://www.microchip.com.tw/uploads/tad_uploader/tmp/288/APP_All_MCU_2023_Dev_Resource.pdf

• dsPIC33CH256MP505 + SNAP 

• or Pickit5 
https://www.microchip.com/en-us/development-tool/PG164150
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https://www.microchip.com.tw/uploads/tad_uploader/tmp/288/APP_All_MCU_2023_Dev_Resource.pdf
https://www.microchip.com/en-us/development-tool/PG164150
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TA100 Hands-on Lab
SW Tools (Please install)

• MPLABX IDE V6.20
• https://www.microchip.com/en-us/tools-resources/develop/mplab-x-ide

• XC16 V2.10
• https://www.microchip.com/en-us/tools-resources/develop/mplab-xc-

compilers/xc16

• Cryptoauthlib (refer to Lab2)

• https://onlinedocs.microchip.com/pr/GUID-7F2639F3-1541-4BFC-A031-
9A718BFFC502-en-US-16/index.html?GUID-B480AD4F-5342-4143-B7D9-
76EED89D6045

• RealTerm or TeraTerm

• Crypto Helper 
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You could download them here!
Password: MCHP

Tools_Share

https://www.microchip.com/en-us/tools-resources/develop/mplab-x-ide
https://www.microchip.com/en-us/tools-resources/develop/mplab-xc-compilers/xc16
https://www.microchip.com/en-us/tools-resources/develop/mplab-xc-compilers/xc16
https://onlinedocs.microchip.com/pr/GUID-7F2639F3-1541-4BFC-A031-9A718BFFC502-en-US-16/index.html?GUID-B480AD4F-5342-4143-B7D9-76EED89D6045
https://onlinedocs.microchip.com/pr/GUID-7F2639F3-1541-4BFC-A031-9A718BFFC502-en-US-16/index.html?GUID-B480AD4F-5342-4143-B7D9-76EED89D6045
https://onlinedocs.microchip.com/pr/GUID-7F2639F3-1541-4BFC-A031-9A718BFFC502-en-US-16/index.html?GUID-B480AD4F-5342-4143-B7D9-76EED89D6045
https://microchiptechnology-my.sharepoint.com/:f:/g/personal/roy_yen_microchip_com/EjFHloV3JwZJt2XJQahimvsB4xnGvkcJpucxFFHBQXqTpQ?e=gNBGcs
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TA100 Hands-on Lab
TA100 lib for MCC download
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Copy TA100 lib Files to folder
TA100 lib for MCC

Copy to
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TA100 Hands-on Lab (option)
TA100 lib for Harmony download

Microchip Proprietary and STRICTLY Confidential
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Copy TA100 lib Files to folder (option)
TA100 lib for Harmony

Copy to replace
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TA100 Hands-on Lab
Lab files

• Boards – APP All schematic (dsPIC33CH) & TA100 Socket UG

• Keys – Root/Signer/Device Certificates & Keys used in Labs

• Labs – All Labs/Practice Answers

Microchip Proprietary and STRICTLY Confidential

Use OpenSSL to pre-Generate 
Root/Signer/Device Keys&Certs 
for Lab usage

You could download them here!
Password: MCHP

materials

https://microchiptechnology-my.sharepoint.com/:f:/g/personal/roy_yen_microchip_com/Ejc0ALanNwtDkHFNAqg2uAIBSRdDfSep_IPHH1qRJqdSCA?e=ga2M4P


TA100 basic Introduction
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Command Description

Cryptography

ECC-P224/P256/P384 and ECDSA sign/verify, ECDH-P256, 
ECBD-P224, 
SHA256 & HMAC
AES128 encrypt/decrypt, Fast CMAC
PRF/HKDF calculation for TLS1.2 & 1.3
RSA 2k KeyGen/Sign/Verify, RSA Verify (3k)
RSA Encrypt/Decrypt (1k),  bitcoin ECC curve, Brainpool

JIL resistance High

EEPROM 11 kBytes, field upgradable

Counter Yes

Serial Number 72 bits

RNG NIST SP800-90 A/B/C

I/O I2C, SPI

Supply Voltage
2.7V – 5.5V

Temperature
Automotive AECQ-100 grade 1 -40°C to 125°C

Certification
FIPS 140-2 module level 2, with physical protection 
level 3

Packages SOIC8, VQFN-24

Command Description

Cryptography

ECC-P256 and ECDSA sign/verify, ECDH
SHA256 & HMAC
AES128 encrypt/decrypt
PRF/HKDF calculation for TLS1.2 & 1.3

JIL resistance High

EEPROM 10kbits

Counter Up to 2,000,000

Serial Number 72 bits

RNG NIST SP800-90 A/B/C

I/O I2C, SWI

Supply Voltage 2.0V – 5.5V

Temperature
-40°C to 85°C
Extended temperature up to 100°C

Certification FIPS 140-2 CAVP (algorithms) only

Packages uDFN8, SOIC8, 3pin RBH, WCSP, die
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ECC608TA100

https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=12578&displayMode=CollapsedAlgorithm


Lab1 - Create TA100 project 
on dsPIC33CH

Using MCC Melody
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Make sure the connections (dsPIC33CH + TA100)
dsPIC33CH on APP ALL MCU + TA100 SOIC socket

APP ALL MCU - DSPIC33CH

AC164167 - TA100 8-PIN SOIC CRYPTOAUTOMOTIVE(TM) 
SOCKET BOARD

Please make sure the 
jumpers are on the I2C side
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Board connections
Using APP All MCU - dsPIC33CH

• Make sure select using MCU16 ➔ P15 jumper on pin1 pin2

• Check I2C connections on schematic ➔ RC8/RC9 (SDA/SCL)

• Check UART coonections ➔ RB4 (TX)

➔P20 jumper on M_TX & M_RX

Microchip Proprietary and STRICTLY Confidential
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Step 1-1
• Open MPLAB X IDE

• Create a new project using the dsPIC33CH256MP505 as the device

1

2

3

4

5



12 March 2024 Microchip Technology Inc. and its subsidiaries©

Step 1-1-2

Microchip Proprietary and STRICTLY Confidential
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Step 1-1-3
• Open MCC by clicking the MCC button. (May Auto) 

• Select Next to Run MCC Melody
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Step 1-2
• Click Content Manager to doble check the installed Libraries.

• Expand the “Libraries” category.  Make sure “CryptoAuthentication
Library” version is 5.6.0 or later. Click the “apply” button.
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Step 1-3
• In the “Device Resource” panel, add the CryptoAuthentication Library to 
the project by clicking the “+” sign next to the module.

• In the Crypto Authentication Library configuration easy view, select the 
TA100 from the device selection drop down:



Lab2 - Installing Trust 
Anchor MCC SW Module

NDA & SDE is required
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Step 2-1
• Open the help documentation for the Crypto Authentication module by 

clicking the “?” mark next to the module

• Click on the section “Installing MPLAB® Code Configurator Melody Trust 
Anchor Library” from the contents

• Follow the instruction on this page
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Step 2-2



Lab3 - Generate dsPIC33CH 
code base

in MCC Melody 
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Step 3-1
• Close & Re-open the project created in last step

• Open up MCC by clicking the MCC button

• Open the Crypto Authentication Library easy view by clicking the module 
in the project resources window:

• In the Crypto Authentication Easy view, select I2C1 from the selector.

• Choose RC8/RC9 as the I2C1 output pins
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Step 3-2
• In the “Device Resource” panel, add the Driver/UART to the project by 
clicking the “+” sign next to the module.

• In the UART Easy view, select UART1 from the dependency selector and 
config its Baudrate to 115200

• Choose RB4 as the UART1 TX output pin
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Step 3-3
• You can see the blocks in main screen as below

• Click the MCC “Generate” button in the project resourced panel

Microchip Proprietary and STRICTLY Confidential
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Step 3-4
• You can Add some printf function to check UART is workable.

• Build & Program it.

• Open Terminal to check if the generated code base is workable

Microchip Proprietary and STRICTLY Confidential



Lab4 - Try running TA100
Running Example code

Use: Lab4.txt

Main.h

Microchip Proprietary and STRICTLY Confidential

Make sure HW/SW are all good
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Step 4-1
• Go to the project source code and find main.c.  
• Include Cryptoauthlib.h

#include "mcc_generated_files/CryptoAuthenticationLibrary/cryptoauthlib.h"

• Copy main.h file into project folder, and add it into project
#include "main.h"

• Copy Roy_Test_TA100() function from Lab4.txt to main.c
• Call Roy_Test_TA100() from main(), Build & Program it. (Step 4-2)

• Modify the “calculatedHash” value, check if the result changes. (Step 4-3)

Microchip Proprietary and STRICTLY Confidential
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Step 4-2
• Check the result

Microchip Proprietary and STRICTLY Confidential

From main.h
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Step 4-3
• Modify the public key & run Lab4 again 

Microchip Proprietary and STRICTLY Confidential



Lab5 – Try your 1st TA100 function 
Read Serial Number

Use: Lab5.txt

Everyone should get different result per TA100
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Step 5-1
• Copy functions from Lab5.txt to main.c , Program & Run!

• Check the initial processes from SYSTEM_Initialize();
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Step 5-2
• Check the initial processes from SYSTEM_Initialize();



Let’s start the Lab1~ Lab5
Try to finish the Labs before 12:00
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look into TA100 I2C communication
SDA/SCL = RC8/RC9, I2C address = 0x17
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look into TA100 I2C communication
SDA/SCL = RC8/RC9, I2C address = 0x17

➔ 0x10 means “Ready”

➔ 0x10 means “Ready”

Command:
0x00 0x00 0x0A 0x00 0x07 0x00 0x00 0x00 0x00 0xA5 0xA4

Opcode Mode 0x07 means “Dedicated Memory”

Serial NumberSuccessful

CRC

Byte countOutput:
0x00 0x15 0x00 0x01 0x56 0x8E 0x7E 0x2A 0xC1 0x36 0x1D 
0xDC 0xE3 0xB6 0x00 0x01 0x00 0xC9 0x5B 0x1C 0x2E
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Run the same code using TPDS demo board
SAMD21(32bits) with MCC Harmony

Microchip Proprietary and STRICTLY Confidential
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Run the same code using TPDS demo board
SAMD21(32bits) with MCC Harmony

Microchip Proprietary and STRICTLY Confidential

Extra added



TA100 Elements/Handles 
Introduction
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Device Memory Organization and Configuration

Configuration 

Shared Data
Storage elements

Dedicated Data
Serial Number, Update Information...

Chip Options, Address, Update Options...

Each element has unique attributes
(configuration) can be seen as a structure.
An element can be EXPORTED, 
IMPORTED and DELETED if allowed
HANDLES: to refer to storage elements

LOCK

config

setup

Microchip Proprietary and STRICTLY Confidential

TA100 vs 608

LOCK

Data

Config
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Configuration

Microchip Proprietary and STRICTLY Confidential

//TA100 Configuration Bytes
static const uint8_t configuration[48] =  { 
      0x00, 0x00, 0xEB, 0x77, 0x00, 0x00, 0xB9, 0x7D, 0x00, 0x00, 0xB9, 0xD7, 0x00, 0x02, 0xAB, 0xDD,
      0x2E, 0x03, 0x00, 0x1F, 0x03, 0x00, 0x00, 0x00, 0x00, 0x07, 0x3F, 0x00, 0x1F, 0x23, 0x21, 0xF3,
      0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x0F, 0x93, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00 
};
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Elements / Handles

Microchip Proprietary and Confidential
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Handle settings

Microchip Proprietary and STRICTLY Confidential
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Lab Elements for Labs

Microchip Proprietary and STRICTLY Confidential

Element Name Class Type/Notes

Private Key @ 0x8007 Private Key ECC P384 (Fixed Private Key)

Public Key @ 0x8006 Public Key ECC P384 (Fixed paired Public key)

Private Key @ 0x8008 Private Key ECC P384 (Random Generated Device Private Key)

Public Key @ 0x800C Public Key ECC P384 (the paired Device Public key)

signerCert @ 0x8201 Data Example Signer Certificate (Hold signer Public key)

deviceCert @ 0x8200 Data Example Device Certificate (Hold Device Public key)

What we used in 
Lab4 test code



Lab6 - Provision TA100
Use: Lab6.txt
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Step 6-1
• Copy functions from Lab6.txt to main.c , Program & Run!
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Once Failed message show up?
• Just press “Reset” Button to run the provision again.

• The provision just detects & passes “completed steps”

Microchip Proprietary and STRICTLY Confidential
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TA100 Configurator - TPDS

Microchip Proprietary and STRICTLY Confidential
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TA100 Configurator - TPDS

Microchip Proprietary and STRICTLY Confidential



Asymmetric Authentication
ECDSA P384 Sign & Verify

Microchip Proprietary and STRICTLY Confidential
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Asymmetric cipher

55



ECDSA P384 Sign

output



ECDSA P384 Verify

Yes/No



Lab7 – ECDSA Sign & Verify 
using TA100

Use: Lab7.txt



12 March 2024 Microchip Technology Inc. and its subsidiaries©

Step 7-1 
• Use the pre-provisioned Device keys to run Sign & Verify

• Copy functions from Lab7.txt to main.c , Program & Run!

You could press “reset button” to retry to 
get different “signature” each time, every 
signature could get verified.
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Lab 7 - Practice  
1. Use 2nd pair Private key to do Sign, then

2. Use 1st pair Public key to verify, should be failed

3. Use 2nd pair Public key to verify, should be Successful
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Let’s start the Lab7 & practice
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Message Authentication
Certificates
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The example of Message Authentication

Microchip Proprietary and STRICTLY Confidential

Alice

Alice knows and trusts Bob’s mom but has never met Bob

This is an example of message authentication.  You could imagine Bob’s mom could have given Alice a certificate directing Bob 

to trust whatever Alice says, essentially making the introduction and removing herself.

Hi Alice, can you 

please give my son a 

message for me? 

Bob doesn’t know 

me. How will he 

trust the message 

is genuine?

No problem!  Give him 

this certificate of 

message authenticity.

Hi Bob, I have a 

message for you 

from your mom.

Who the heck are 

you and what 

have you done 

with my mom?!

Sorry!  I’m Alice and 

here is a certificate 

from your mom so you 

can trust the message 

is genuine.

Bob’s Mom Bob

1

2

3

4
5

6

Thank you!  It’s 

good to hear 

from my mom!
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Certificate is used to prove some information
Use Public key to verify a certificate
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Information 
from Bob’s 

Mom
 

(need proof)

Signature
(the proof)

AliceBob’s Mom Bob

APUB
APRIV

Information 
from Bob’s 

Mom

(need proof)

Signature
(the proof)sign Verify



Lab8 – Read out Device 
Certificate from TA100

Use:Lab8.txt

Information 
from Bob’s 

Mom

(need proof)

Signature
(the proof)
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Step 8-1
• Copy functions from Lab8.txt to main.c , Program & Run!
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Step 8-2
• Decode Certificate to see its details

Microchip Proprietary and STRICTLY Confidential

https://lapo.it/asn1js/#

https://lapo.it/asn1js/
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Step 8-3
• Decode Certificate to see details

Microchip Proprietary and STRICTLY Confidential

signature

Informa on 
from Bob s 
Mom

 need       

   na   e
   e       

information
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Step 8-4
• Look into the certificate

Microchip Proprietary and STRICTLY Confidential

static const uint8_t DeviceCert[] = {
0x30, 0x82, 0x01, 0x8D, 0x30, 0x82, 0x01, 0x12, 0x02, 0x14, 0x75, 0x8A, 0x17, 0xDF, 0xD1, 0x01, 
0xC6, 0xD3, 0xB4, 0x15, 0x71, 0xD2, 0x0C, 0x93, 0x6D, 0x92, 0x6B, 0x81, 0xC8, 0x4B, 0x30, 0x0A, 
0x06, 0x08, 0x2A, 0x86, 0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x30, 0x2A, 0x31, 0x12, 0x30, 0x10, 
0x06, 0x03, 0x55, 0x04, 0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, 0x6F, 0x63, 0x68, 0x69, 0x70, 
0x31, 0x14, 0x30, 0x12, 0x06, 0x03, 0x55, 0x04, 0x03, 0x0C, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 
0x53, 0x49, 0x47, 0x4E, 0x45, 0x52, 0x30, 0x1E, 0x17, 0x0D, 0x32, 0x33, 0x30, 0x35, 0x33, 0x30, 
0x30, 0x38, 0x31, 0x30, 0x34, 0x37, 0x5A, 0x17, 0x0D, 0x32, 0x33, 0x30, 0x36, 0x32, 0x39, 0x30, 
0x38, 0x31, 0x30, 0x34, 0x37, 0x5A, 0x30, 0x2A, 0x31, 0x12, 0x30, 0x10, 0x06, 0x03, 0x55, 0x04, 
0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, 0x6F, 0x63, 0x68, 0x69, 0x70, 0x31, 0x14, 0x30, 0x12, 
0x06, 0x03, 0x55, 0x04, 0x03, 0x0C, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 0x44, 0x45, 0x56, 0x49, 
0x43, 0x45, 0x30, 0x76, 0x30, 0x10, 0x06, 0x07, 0x2A, 0x86, 0x48, 0xCE, 0x3D, 0x02, 0x01, 0x06, 
0x05, 0x2B, 0x81, 0x04, 0x00, 0x22, 0x03, 0x62, 0x00, 0x04, 0x10, 0x7E, 0xA9, 0x9D, 0xDF, 0xEE, 
0xE3, 0xBD, 0x2C, 0xBB, 0x3F, 0x92, 0x9D, 0xE7, 0x0D, 0x0A, 0xF2, 0x30, 0x7E, 0xE0, 0x26, 0x9A, 
0xE1, 0xD2, 0xD4, 0xB3, 0x7F, 0x95, 0x7E, 0x63, 0x64, 0x78, 0x81, 0xB3, 0xB9, 0x18, 0x76, 0xEB, 
0x58, 0x4C, 0x69, 0x94, 0x7C, 0x9C, 0x64, 0xD9, 0xF6, 0x73, 0x20, 0x5E, 0x31, 0x27, 0xB1, 0x7D, 
0xF9, 0xFF, 0x4A, 0x08, 0xE3, 0xE8, 0x78, 0x8A, 0xD1, 0x19, 0x90, 0x43, 0x3E, 0x30, 0x91, 0x7B, 
0xC5, 0xA8, 0x70, 0xC7, 0x1B, 0x15, 0xA5, 0x27, 0x88, 0x89, 0x1C, 0x81, 0xF9, 0xB4, 0x88, 0xE1, 
0x97, 0x78, 0x2D, 0x24, 0xF8, 0x0A, 0x8B, 0x8F, 0xCB, 0xAD, 0x30, 0x0A, 0x06, 0x08, 0x2A, 0x86, 
0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x03, 0x69, 0x00, 0x30, 0x66, 0x02, 0x31, 0x00, 0xB8, 0x4B, 
0xC1, 0x6D, 0x81, 0xE1, 0xC1, 0x69, 0x46, 0xA8, 0x62, 0xBF, 0xB3, 0x8A, 0x22, 0x46, 0x3E, 0x89, 
0x6F, 0x51, 0xDB, 0x21, 0xC3, 0xB6, 0x6F, 0xD3, 0xB1, 0x08, 0x8B, 0x87, 0xE9, 0x21, 0x2C, 0x9D, 
0x41, 0xCA, 0xC5, 0xD6, 0x02, 0xA9, 0xFC, 0x6B, 0x36, 0xE0, 0xA8, 0xA0, 0x9C, 0x9A, 0x02, 0x31, 
0x00, 0xA5, 0x0B, 0x9B, 0xDF, 0x7A, 0x41, 0x6C, 0xF6, 0x8E, 0xD6, 0x08, 0x22, 0xFC, 0x26, 0x92, 
0xEB, 0x21, 0xAB, 0x02, 0xA0, 0x8C, 0xC8, 0xC3, 0x53, 0xDC, 0xD2, 0x6C, 0x56, 0xDF, 0x53, 0xE0, 
0x52, 0x5D, 0xA0, 0x11, 0x1F, 0x04, 0xA3, 0x2A, 0x8D, 0xCA, 0x25, 0x61, 0x95, 0x83, 0x70, 0x69, 
0xA3
};

To Be Signed Area

Signature R & S

TBS From DeviceCert[4], 

length = 274+4 (0x112+4)
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Lab 8 - Practice
1. Try to Read out the Signer Certificate

2. Use ASN.1 to decode the TBS area & Signature



Let’s start the Lab8 & practice
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Hash Function
SHA384
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Lab 9-1 Calculate digest using 
Online SHA384

Web Tool based

https://emn178.github.io/online-tools/sha384.html

https://emn178.github.io/online-tools/sha384.html
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Step 9-1-1
• Fill “hello-roy” into upper frame (input side)

• Change the input type to “Text”

• Get the digest of “hello-roy” from below frame (output side)

SHA384 digest



Lab9-2 – Calculate Device Certificate 
TBS digest 

Web Tool based
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Step 9-2-1
• Copy the Device Certificate TBS area hex (as Lab8)

• Use tool – CryptoTools to extract binaries
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static const uint8_t DeviceCert[] = {
0x30, 0x82, 0x01, 0x8D, 0x30, 0x82, 0x01, 0x12, 0x02, 0x14, 0x75, 0x8A, 0x17, 0xDF, 0xD1, 0x01, 
0xC6, 0xD3, 0xB4, 0x15, 0x71, 0xD2, 0x0C, 0x93, 0x6D, 0x92, 0x6B, 0x81, 0xC8, 0x4B, 0x30, 0x0A, 
0x06, 0x08, 0x2A, 0x86, 0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x30, 0x2A, 0x31, 0x12, 0x30, 0x10, 
0x06, 0x03, 0x55, 0x04, 0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, 0x6F, 0x63, 0x68, 0x69, 0x70, 
0x31, 0x14, 0x30, 0x12, 0x06, 0x03, 0x55, 0x04, 0x03, 0x0C, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 
0x53, 0x49, 0x47, 0x4E, 0x45, 0x52, 0x30, 0x1E, 0x17, 0x0D, 0x32, 0x33, 0x30, 0x35, 0x33, 0x30, 
0x30, 0x38, 0x31, 0x30, 0x34, 0x37, 0x5A, 0x17, 0x0D, 0x32, 0x33, 0x30, 0x36, 0x32, 0x39, 0x30, 
0x38, 0x31, 0x30, 0x34, 0x37, 0x5A, 0x30, 0x2A, 0x31, 0x12, 0x30, 0x10, 0x06, 0x03, 0x55, 0x04, 
0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, 0x6F, 0x63, 0x68, 0x69, 0x70, 0x31, 0x14, 0x30, 0x12, 
0x06, 0x03, 0x55, 0x04, 0x03, 0x0C, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 0x44, 0x45, 0x56, 0x49, 
0x43, 0x45, 0x30, 0x76, 0x30, 0x10, 0x06, 0x07, 0x2A, 0x86, 0x48, 0xCE, 0x3D, 0x02, 0x01, 0x06, 
0x05, 0x2B, 0x81, 0x04, 0x00, 0x22, 0x03, 0x62, 0x00, 0x04, 0x10, 0x7E, 0xA9, 0x9D, 0xDF, 0xEE, 
0xE3, 0xBD, 0x2C, 0xBB, 0x3F, 0x92, 0x9D, 0xE7, 0x0D, 0x0A, 0xF2, 0x30, 0x7E, 0xE0, 0x26, 0x9A, 
0xE1, 0xD2, 0xD4, 0xB3, 0x7F, 0x95, 0x7E, 0x63, 0x64, 0x78, 0x81, 0xB3, 0xB9, 0x18, 0x76, 0xEB, 
0x58, 0x4C, 0x69, 0x94, 0x7C, 0x9C, 0x64, 0xD9, 0xF6, 0x73, 0x20, 0x5E, 0x31, 0x27, 0xB1, 0x7D, 
0xF9, 0xFF, 0x4A, 0x08, 0xE3, 0xE8, 0x78, 0x8A, 0xD1, 0x19, 0x90, 0x43, 0x3E, 0x30, 0x91, 0x7B, 
0xC5, 0xA8, 0x70, 0xC7, 0x1B, 0x15, 0xA5, 0x27, 0x88, 0x89, 0x1C, 0x81, 0xF9, 0xB4, 0x88, 0xE1, 
0x97, 0x78, 0x2D, 0x24, 0xF8, 0x0A, 0x8B, 0x8F, 0xCB, 0xAD, 0x30, 0x0A, 0x06, 0x08, 0x2A, 0x86, 
0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x03, 0x69, 0x00, 0x30, 0x66, 0x02, 0x31, 0x00, 0xB8, 0x4B, 
0xC1, 0x6D, 0x81, 0xE1, 0xC1, 0x69, 0x46, 0xA8, 0x62, 0xBF, 0xB3, 0x8A, 0x22, 0x46, 0x3E, 0x89, 
0x6F, 0x51, 0xDB, 0x21, 0xC3, 0xB6, 0x6F, 0xD3, 0xB1, 0x08, 0x8B, 0x87, 0xE9, 0x21, 0x2C, 0x9D, 
0x41, 0xCA, 0xC5, 0xD6, 0x02, 0xA9, 0xFC, 0x6B, 0x36, 0xE0, 0xA8, 0xA0, 0x9C, 0x9A, 0x02, 0x31, 
0x00, 0xA5, 0x0B, 0x9B, 0xDF, 0x7A, 0x41, 0x6C, 0xF6, 0x8E, 0xD6, 0x08, 0x22, 0xFC, 0x26, 0x92, 
0xEB, 0x21, 0xAB, 0x02, 0xA0, 0x8C, 0xC8, 0xC3, 0x53, 0xDC, 0xD2, 0x6C, 0x56, 0xDF, 0x53, 0xE0, 
0x52, 0x5D, 0xA0, 0x11, 0x1F, 0x04, 0xA3, 0x2A, 0x8D, 0xCA, 0x25, 0x61, 0x95, 0x83, 0x70, 0x69, 
0xA3

};
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Step 9-2-2
• Paste binaries to online SHA384 to calculate digest
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Remember to change this to Hex!

Device Certificate SHA384 digest
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CryptoTools - further function (option)
1. Copy the binaries to its input side

2. Press the “Hex Array” Button to get hex array, easy to use in code 

Microchip Proprietary and STRICTLY Confidential



12 March 2024 Microchip Technology Inc. and its subsidiaries©

Lab 9 Practice – extract the Device signature
• Copy the Device Certificate signature hex (as Lab 8)

• Paste the signature R into CryptoTools

• Paste the signature S into CryptoTools
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static const uint8_t DeviceCert[] = {
0x30, 0x82, 0x01, 0x8D, 0x30, 0x82, 0x01, 0x12, 0x02, 0x14, 0x75, 0x8A, 0x17, 0xDF, 0xD1, 0x01, 
0xC6, 0xD3, 0xB4, 0x15, 0x71, 0xD2, 0x0C, 0x93, 0x6D, 0x92, 0x6B, 0x81, 0xC8, 0x4B, 0x30, 0x0A, 
0x06, 0x08, 0x2A, 0x86, 0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x30, 0x2A, 0x31, 0x12, 0x30, 0x10, 
0x06, 0x03, 0x55, 0x04, 0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, 0x6F, 0x63, 0x68, 0x69, 0x70, 
0x31, 0x14, 0x30, 0x12, 0x06, 0x03, 0x55, 0x04, 0x03, 0x0C, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 
0x53, 0x49, 0x47, 0x4E, 0x45, 0x52, 0x30, 0x1E, 0x17, 0x0D, 0x32, 0x33, 0x30, 0x35, 0x33, 0x30, 
0x30, 0x38, 0x31, 0x30, 0x34, 0x37, 0x5A, 0x17, 0x0D, 0x32, 0x33, 0x30, 0x36, 0x32, 0x39, 0x30, 
0x38, 0x31, 0x30, 0x34, 0x37, 0x5A, 0x30, 0x2A, 0x31, 0x12, 0x30, 0x10, 0x06, 0x03, 0x55, 0x04, 
0x0A, 0x0C, 0x09, 0x4D, 0x69, 0x63, 0x72, 0x6F, 0x63, 0x68, 0x69, 0x70, 0x31, 0x14, 0x30, 0x12, 
0x06, 0x03, 0x55, 0x04, 0x03, 0x0C, 0x0B, 0x4D, 0x43, 0x48, 0x50, 0x20, 0x44, 0x45, 0x56, 0x49, 
0x43, 0x45, 0x30, 0x76, 0x30, 0x10, 0x06, 0x07, 0x2A, 0x86, 0x48, 0xCE, 0x3D, 0x02, 0x01, 0x06, 
0x05, 0x2B, 0x81, 0x04, 0x00, 0x22, 0x03, 0x62, 0x00, 0x04, 0x10, 0x7E, 0xA9, 0x9D, 0xDF, 0xEE, 
0xE3, 0xBD, 0x2C, 0xBB, 0x3F, 0x92, 0x9D, 0xE7, 0x0D, 0x0A, 0xF2, 0x30, 0x7E, 0xE0, 0x26, 0x9A, 
0xE1, 0xD2, 0xD4, 0xB3, 0x7F, 0x95, 0x7E, 0x63, 0x64, 0x78, 0x81, 0xB3, 0xB9, 0x18, 0x76, 0xEB, 
0x58, 0x4C, 0x69, 0x94, 0x7C, 0x9C, 0x64, 0xD9, 0xF6, 0x73, 0x20, 0x5E, 0x31, 0x27, 0xB1, 0x7D, 
0xF9, 0xFF, 0x4A, 0x08, 0xE3, 0xE8, 0x78, 0x8A, 0xD1, 0x19, 0x90, 0x43, 0x3E, 0x30, 0x91, 0x7B, 
0xC5, 0xA8, 0x70, 0xC7, 0x1B, 0x15, 0xA5, 0x27, 0x88, 0x89, 0x1C, 0x81, 0xF9, 0xB4, 0x88, 0xE1, 
0x97, 0x78, 0x2D, 0x24, 0xF8, 0x0A, 0x8B, 0x8F, 0xCB, 0xAD, 0x30, 0x0A, 0x06, 0x08, 0x2A, 0x86, 
0x48, 0xCE, 0x3D, 0x04, 0x03, 0x03, 0x03, 0x69, 0x00, 0x30, 0x66, 0x02, 0x31, 0x00, 0xB8, 0x4B, 
0xC1, 0x6D, 0x81, 0xE1, 0xC1, 0x69, 0x46, 0xA8, 0x62, 0xBF, 0xB3, 0x8A, 0x22, 0x46, 0x3E, 0x89, 
0x6F, 0x51, 0xDB, 0x21, 0xC3, 0xB6, 0x6F, 0xD3, 0xB1, 0x08, 0x8B, 0x87, 0xE9, 0x21, 0x2C, 0x9D, 
0x41, 0xCA, 0xC5, 0xD6, 0x02, 0xA9, 0xFC, 0x6B, 0x36, 0xE0, 0xA8, 0xA0, 0x9C, 0x9A, 0x02, 0x31, 
0x00, 0xA5, 0x0B, 0x9B, 0xDF, 0x7A, 0x41, 0x6C, 0xF6, 0x8E, 0xD6, 0x08, 0x22, 0xFC, 0x26, 0x92, 
0xEB, 0x21, 0xAB, 0x02, 0xA0, 0x8C, 0xC8, 0xC3, 0x53, 0xDC, 0xD2, 0x6C, 0x56, 0xDF, 0x53, 0xE0, 
0x52, 0x5D, 0xA0, 0x11, 0x1F, 0x04, 0xA3, 0x2A, 0x8D, 0xCA, 0x25, 0x61, 0x95, 0x83, 0x70, 0x69, 
0xA3

};



Lab9-3 – Calculate SHA384 
using dsPIC33CK

Assembly based

Use: Lab9.txt

sha384.c

sha384_asm.s 
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Step 9-3-1
• Add sha384.c & sha384_asm.s into project

• Copy functions from Lab9.txt to main.c , Program & Run!

• Compare the result with Lab 9-1.



Let’s start the Lab9-1~9-3 
& practices
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Lab10 – Verify Device Certificate
Use: Lab10.txt

sha384.c

sha384_asm.s 
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Step 10-1
• Add sha384.c & sha384_asm.s into project (Same as Lab 9)

• Copy functions from Lab10.txt to main.c , Program & Run!



12 March 2024 Microchip Technology Inc. and its subsidiaries©

Lab 10 – Practice – Verify Signer Certificate
• Get the Signer Certificate TBS area.  (refer to Lab 8 practice)

• Get the Signer Certificate Signature. (refer to Lab 8 practice)

• Root Public key is placed in main.h

• Use Root Pub key to verify the Signer Certificate. (refer to Lab10)
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ECDSA
(Verify)

ECDSA
(Verify)

Device Certificate

SignatureDevice Public Key 

PC (Host) PCIE (Device)

Root Public Key 

ECDSA
(Sign)

OK
?

OK
?

Device Public Key 

Random 
Challenge

(From Host)

Device Private Key 

Key & Signature 

Signature 

ECDSA
(Verify)

Signer Certificate

SignatureSigner Public Key 

Signer Public Key 

OK
?

Key & Signature 

Chain of trust – using Certificates verification 

Lab10 Practice

Lab10

Lab7

Lab8

Lab8

Lab7



Let’s start the Lab10 & practice

Microchip Proprietary and STRICTLY Confidential



The End
Questions?

If you wanted to generate your own 
Root/Signer/Device Certificates & Keys, 
Please  e e     “openssl_operation.txt”
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